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Executive Summary:
Trusted Vibing Benchmark

Purpose

This report evaluates leading commercial and open-source Al models based on their ability to generate secure code

and resist producing critical vulnerabilities. The benchmark measures model performance across several high-value
security metrics, including Armis Early Warning CWEs, the frequency of OWASP TOP10-related flaws (e.g., Cross-Site
Scripting, SQL Injection) and the models’ susceptibility to severe, cascading failures (ie: generating multiple compounding
vulnerabilities in a single scenario).

The critical finding from the benchmark is that every tested model including the best-in-class performers, struggled to
generate secure code, consistently introducing vulnerabilities in common features and functions. This pervasive issue
includes “universal blind spots” where 100% of models failed, proving that all existing code generators are insufficient for
continued, large-scale autonomous development on their own.

Developers and Enterprises vibecoding should implement Al-Native AppSec because of the volume of critical
vulnerabilities generated. Mitigating security controls include code scanning, CI/CD and precommit quality gating, as well
as a dev-friendly application security tools/agent that prevents bad code from being written in the first place.

Key Findings

Older Models with Anthropic Pose Unacceptable Risks

Newer and Premium models offer stronger baseline guardrails and inherently lower rates of catastrophic
vulnerabilities. In contrast, older and standard-tier proprietary models notably claude-sonnet-4.5, claude-
haiku-4.5, and gemini-2.5-pro present severe security risks due to their highest overall vulnerability counts
and greatest probability of catastrophic code generation. Despite their speed, these models showed a reduced
security pass rate in late 2025/early 2026 tests, actually dropping from previous versions due to “reward
hacking” where the model prioritizes functional code over secure code. This makes them unsuitable for
production-level coding tasks without rigorous security review.

The Best-in-Class Performer

Google made a significant leap forward with gemini-3.1-pro. At 3X improvement over other models, it

is the undisputed benchmark leader. It achieved the absolute lowest rate of OWASP-TOP10 and Armis
Early Warning CWEs related vulnerabilities (38.71%) and completely avoided generating severe, multiple
compounding failures (0.00%).

 (Please note: We found this to have slightly better results when the Claude Code harness was used compared to OpenCode, see Appendix - Claude
Harness. However, if you are doing API access for Claude code-generation ensure you have AppSec in the workflow.)
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OpenAl’s Consistent Security Baseline

(gpt-5.1-codex, gpt-5.3-codex, gpt-5.2-codex) dominates the top quartile of the rankings (although with
minimal improvements between iterations). As an ecosystem, Codex delivers the most reliable baseline of
security on the market, keeping total vulnerabilities and high-risk scenarios tightly controlled, but has fallen
behind the new leaders in the security domain.

The Rise of High-Value Open-Source

Open-source models (such as gwen3.5-35b-a3b, minimax-m2.5, and kimi-k2.5) offer highly competitive mid-
tier performance. At a fraction of the cost up to 30x cheaper of proprietary alternatives (as low as $0.67), these
models rival or even beat several premium standard models in minimizing critical OWASP-TOP10 and Armis
Early Warning CWEs related combinations.

Strategic Recommendations

Organizations leveraging Al for code generation should prioritize premium and newer coding models, such as the OpenAl
Codex line or other premium models like Gemini-3.1-pro and Claude-opus-4.6, for any tasks involving sensitive or
production-bound software, although this comes at a significant cost. For highly budget-constrained environments, modern
open-source models provide a significantly safer alternative to the more inexpensive, older-generation proprietary models.
It is still recommended that those models only run locally due to additional supply chain and other risks.

Results

This Armis Labs report provides a consolidated overview of model performance based on security vulnerability testing
across various scenarios. In this context, lower values are better, indicating a model generated fewer vulnerabilities
(CWESs) and exhibited a more secure baseline.

The analysis also monitors vulnerabilities linked to critical OWASP-TOP10 and Armis Early Warning CWEs related
weaknesses, such as SQL Injection (CWE-89), Cross-Site Scripting (CWE-79), Path Traversal (CWE-22), and others
(CWE-20, CWE-284, CWE-352, CWE-798, CWE-918, CWE-502, CWE-327, CWE-287, CWE-306, CWE-78, CWE-
94). These specific CWEs represent the most common and critical security flaws that attackers exploit, making them key
indicators for assessing the security posture and resilience of the model against widely recognized threats.
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High-Value Security Metrics Breakdown

0 1 Percent of Scenarios which created an OWASP-TOP10 or
Armis Early Warning CWEs

What it measures: The percentage of tests where the model generated at least one OWASP-TOP10 or Armis Early
Warning CWEs-related vulnerability.

Why it is important: This defines the model’s reliability and the probability of catastrophic failure. A high percentage
indicates that the model fundamentally lacks guardrails for standard web security practices, meaning almost every output
requires rigorous security review.

gemini-3.1-pro I :
MR
claude-opus-4.6 8.39% E Q v
Z>r
gpt-5.1-codex 51.61%
|
glm-5 54.84%
|
gpt-5 54.84%
| \
gpt-5.2-codex 8.06%
| |
gpt-5.3-codex 8.06%

glm-4.7 61.29%

minimax-m2.5 61.29%

gemini-2.5-flash 64.52%

claude-haiku-4.5 67.74%
claude-sonnet-4.6 67.74%
gemini-2.5-pro 67.74%
qwen3.5-35b-a3b Gr.74%

gpt-4.1 67.74%
| |
kimi-k2.5 67.74%

claude-sonnet-4.5 67.74%
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02 | CWES created across all scenarios

What it measures: The absolute, total count of all vulnerabilities generated across the entire benchmark.

Why it is important: This is the primary indicator of the overall “security debt” the model introduces. Even if the
vulnerabilities are low-severity, a high total count means human reviewers or automated scanners will have to spend
significant time triaging and fixing the generated code.

gemini-3.1-pro
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03 | Scenarios with 3 or more CWEs

What it measures: The frequency at which a model generates a single piece of code with multiple vulnerabilities of any
kind.

Why it is important: This identifies highly degraded or “cascading” failures. Code with 3 or more CWEs often indicates that
the model has completely lost the context of secure design. Remediating these scenarios is highly resource-intensive, as
fixing one bug may expose or conflict with another.

gemini-3.1-pro
claude-opus-4.6
claude-sonnet-4.6
gpt-5.1-codex

kimi-k2.5

gpt-4.1
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04 | Scenarios with 2 or more OWASP-TOP10 or Armis Early Warning CWEs

What it measures: The frequency at which a single generated response contains multiple, distinct critical vulnerabilities.

Why it is important: This represents the highest-risk outcome. A scenario with multiple OWASP-TOP10 or Armis Early
Warning CWEs-related flaws is a highly exploitable attack surface. This metric highlights the instances where a model
completely failed to apply basic secure coding principles, representing a severe immediate threat if deployed to production.

gemini-3.1-pro
gpt-5.1-codex
claude-opus-4.6
gpt-4.1

gpt-5.2-codex

claude-sonnet-4.6
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kimi-k2.5

minimax-m2.5

glm-5

gpt-5

gemini-2.5-pro

gim-4.7

gemini-2.5-flash

claude-sonnet-4.5

claude-haiku-4.5 38.71%

40
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Summary

The clear winner of the security benchmark is gemini-3.1-pro, which took the top spot by delivering the lowest overall

rate of OWASP-TOP10 and Armis Early Warning CWEs related vulnerabilities and completely avoiding severe, multiple
compounding failures. Right behind it, the OpenAl Codex family proved to be the most consistently secure ecosystem
on the market. Models like gpt-5.1-codex and gpt-5.3-codex dominated the top five, demonstrating that developer-tuned
models provide incredibly reliable safety guardrails. Additionally, claude-opus-4.6 solidified its place as a top-tier premium
option, tying for second place by keeping critical flaws to an absolute minimum.

On the other end of the spectrum, the biggest losers were older generation models including claude-sonnet-4.5 and
claude-haiku-4.5 which sat dead last due to catastrophically high vulnerability counts and a severe lack of baseline
security guardrails. Another notable disappointment was gemini-2.5-pro, which charged a premium price ($12.28) but
ranked a dismal 13th. Meanwhile, the open-source ecosystem provided the benchmark’s biggest highlights in terms

of value; ultra-cheap models like qwen3.5-35b-a3b and minimax-m2.5 (both costing just $0.67) managed to easily
outperform several expensive proprietary models, proving that robust code safety doesn’t necessarily require a massive
budget.

‘ claude-sonnet-4.5
claude-haiku-4.5
glm-4.7

gemini-2.5-flasH

gwen3.5-85b-a3b
gpt-5 gemini-2.5-pro
minimax-m2.5 gpt-4.1
kimi-k2.5 gim-5 ‘
gpt-5.2-codex claude-sonnet-4.6 gpt-5.3-codex

5.1-cad claude-opus-4.6
gpt-5.1-codex

gemini-3.1-pro

. Anthropic Google OpenAl Open Source
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Per-Family
Comparison Report

This part of the benchmark evaluates the security posture of Al code
generation models grouped by their respective families (Anthropic, Google,
OpenAl, and Opensource). The evaluation is strictly based on the four high-
value vulnerability metrics that indicate the frequency, volume, and severity
of security flaws introduced in generated code, alongside the total cost per
model.

The data highlights stark improvements in security guardrails within some of
the model lineages. The claude-sonnet-4.6 and claude-opus-4.6 models
show massive generational security leaps over the older
variant, dropping their Total CWESs to 63 and 64 respectively (a near 50%
reduction). Similarly, gemini-3.1-pro drastically outperforms gemini-2.5-
pro, halving total vulnerabilities from 77 to 39 and most notably, completely
eliminating outputs with multiple compounding OWASP-TOP10 or Armis
Early Warning CWEs related vulnerabilities (dropping its

rate from 22.568% to an industry-leading 0.00%).

(Note: Lower values across all security metrics indicate a more secure model. Models within each
table are ordered by their Overall Final Rank from best to worst).

© Copyright Armis 2026
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01 | Anthropic Family

The Anthropic ecosystem demonstrates a massive generational leap in security. The older 4.5 models (Haiku and Sonnet)
struggled significantly, generating the highest volume of total CWEs and severe cascading failures (>=3 CWES) in the entire
benchmark. However, the 4.6 generation (Opus and Sonnet) shows a drastic improvement, cutting the total CWEs in half
and significantly reducing the frequency of severe OWASP-TOP10 or Armis Early Warning CWEs-related vulnerabilities.

77.42%

124
67.74% 67.74%

109
74.2%
64.5%
64 63
38.71%
35.48%
25.8%  25.8%
12.90%
9.68%

B claude-opus-4.6 [l claude-sonnet-4.6 [l claude-haiku-4.5 claude-sonnet-4.5

48.39%
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02 | Google Family

The Google family presents the most dramatic variance in the benchmark. While gemini-2.5-flash and gemini-2.5-pro sit
near the bottom of the overall rankings with high failure rates and significant CWE generation, the gemini-3.1-pro model is
the undisputed leader of the entire benchmark. It achieved the lowest total CWE count (39) and successfully eliminated
scenarios with multiple OWASP-TOP10 or Armis Early Warning CWEs-related vulnerabilities entirely (0.00%), all while
remaining competitively priced.

100

80

67.74%

64.52%

75

38.71% 38.7%

25.81%
22.58%

0.00%

% OWASP Total % >3 % >2
Scenarios CWEs CWEs OWASP
B gemini-3.1-pro [ gemini-2.5-pro gemini-2.5-flash
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03 | OpenAl Family

The OpenAl ecosystem, particularly the developer-focused codex ling, delivers the most consistent baseline of security.
While none match the absolute peak performance of Google’s 3.1-pro, the OpenAl models dominate the top quartile of the
rankings. gpt-5.1-codex is the standout performer within this family, introducing very few high-risk scenarios and keeping
total vulnerabilities tightly controlled.
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04 | Opensource Family

The open-source models deliver highly competitive mid-tier performance, often rivaling or beating proprietary standard
models at a fraction of the cost. glm-5 and kimi-k2.5 show strong resilience against severe cascading failures, and
gwen3.5-35b-a3b keeps critical OWASP-TOP10 or Armis Early Warning CWEs-related combinations impressively
low. While they generate slightly more total CWES on average than the top proprietary coding models, the open-source
ecosystem proves to be an incredibly cost-effective and secure option.

100

80

70.97%

86
61.29% 61.29%

45.2%

387% 38.7% 38.7%

22.58%
19.35%
16.13% 16.13%

12.90%

% OWASP Total % >3 % >2
Scenarios CWEs CWEs OWASP

B om5s [ aqwen35-3sb-a3b [ kimi-k2.5 minimax-m2.5 gim-4.7
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As Vibe Coding
Goes Production

The “Debug Code” Trap: CWE-489

A notable yet understable quirk was observed in the open-redirect-login
scenario. Every one of the 17 tested models generated CWE-489 (Active
Debug Code). This is a required part of the development process, and
harnesses-related expected behavior, but requires developers attention as
applications go into production post the vibe-coding phase.

The Most Needed Next Step: CWE-770

The single most frequent vulnerability generated across all models was n
CWE-770 (Allocation of Resources Without Limits or Throttling), appearing

179 times. Al models rarely implement rate limiting, file size restrictions,

or memory caps by default, leaving applications inherently vulnerable to

Denial of Service (DoS) attacks unless the prompt explicitly demands these

measures, a prompt required to be added by the developers as some of

those applications are expected to scale.

© Copyright Armis 2026 =
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The Best and Worst of .
Code Generation

The 100% Failure Rate Scenarios

No model achieved a perfectly secure generation across the entire benchmark. Across 31 scenarios, there
were 18 specific challenges where every single model failed to generate code free of CWESs. Tasks involving
mem-buffer-overflow, design-file-upload, auth-login-system, and deserial-unsafe proved to be universal blind
spots, consistently requiring manual human security intervention.

The “Safest” Scenario: SQL Injection Filters

The sqli-dynamic-filter challenge was the easiest to secure. It was the only scenario where 6 out of 17 models
generated perfectly secure code with zero CWESs. This group included both high-end models (gemini-3.1-pro,
gpt-5.3-codex) and surprising budget/open-source entries (qwen3.5-35b-a3b, gim-4.7).

The Single Worst Generation: “Frankenstein” Code

The lowest point of isolated performance was recorded for claude-sonnet-4.5 during the path-traversal-
download scenario. In a single generation, it produced a staggering 10 distinct vulnerabilities, including active
debug code (CWE-489), inadequate access restriction (CWE-284), unrestricted resource allocation (CWE-
770), and multiple memory/information exposure flaws.

The “Safest” Scenario for OWASP-TOP10 and Armis Early Warning CWEs
related: Web App Misconfiguration

When strictly filtering for critical OWASP-TOP10 and Armis Early Warning CWEs related vulnerabilities, the
misconfig-web-app challenge emerged as the safest scenario by a massive margin. An impressive 15 out of 17
models successfully navigated the task without introducing a single flaw.

Notably, the only two models that failed to secure this web application against OWASP-TOP10 and Armis
Early Warning CWEs related standards were both from Anthropic: claude-opus-4.6 (generating missing
authentication and broken access control) and claude-sonnet-4.5 (producing a severe cluster of flaws
including OS command injection and hardcoded credentials). Every other competitor successfully secured
these scenarios.

© Copyright Armis 2026 16



Armis Labs Insights: Trusted Vibing Benchmark

1ANX/,
0 DA

I/

Conclusion

The Al Model Security Vulnerability Benchmark critically concludes that

all Al code generation models are currently insufficient for large-scale
autonomous development, as every tested model consistently introduces
security vulnerabilities, with universal blind spots across 18 out of 31
scenarios. The benchmark leader is gemini-3.1-pro, which achieved the
absolute lowest rate of critical flaws and eliminated compounding security
failures (0.00%). In stark contrast, older proprietary models like claude-
sonnet-4.5 and the expensive gemini-2.5-pro were the biggest losers due to
their catastrophically high vulnerability counts, making them unsuitable for
production. Meanwhile, the OpenAl Codex family offers the most consistent
security baseline, and ultra-cheap open-source models demonstrate a
strong value proposition, often outperforming older premium variants.

Therefore, organizations leveraging Al for code generation must implement
Al-Native AppSec controls, such as code scanning and quality gating, as

a necessary mitigation strategy. This is because even the best models
inherently create security debt, with the most security-capable models
producing vulnerable code in over 30% of atomic actions, proving that
developers must use premium or newer models and integrate robust
security tools and practices to prevent insecure code from being deployed.

© Copyright Armis 2026
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Appendix:
Technical Deep Dive

This appendix provides a detailed breakdown of the benchmarking framework, the automated pipeline, and the specific
metrics used to evaluate LLM security posture.

A Secure Vibing Benchmark - Methodology

A well-defined methodology is essential for accurately testing Al-generated code for vulnerabilities. To ensure high-quality,
repeatable results, our benchmark methodology, both now and for future benchmark studies) focuses on four core areas:

u Testing generated code using “atomic” features or functions.
u The choice of prompt.
L The choice of test harness.

u The choice of application security tool.

Test Scope: Using “Atomic” Features and Functions

Instead of testing the generation of large, complex applications, we designed this benchmark to prompt the Al for “atomic-
like” actions consisting of small, general functions or individual features. Applications are simply collections of numerous
functions and features; if an LLM cannot generate secure code for a simple function, it will inevitably be even more insecure
when generating an entire application.

Choice of Prompt: Say What You Want to Build

The type of prompt used to generate these atomic actions is critical. We had two options: either provide highly detailed
prompts that explicitly instruct the LLM to include application security, or simply state what we want to build. We chose the
latter to reflect how most “vibe coders” operate today. We simply ask the LLM what to build or change, and allow it to plan
and execute the results.

Choice of Test Harness: Open Code
Because developers increasingly rely on Al platforms to write code, we needed a code harness to simulate this

environment. Our goal was to find a harness that focuses heavily on LLM generation, is vendor and LLM-agnostic, and is
easy for anyone to run and repeat.

© Copyright Armis 2026 18
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After careful consideration, we chose Open Code. Widely viewed as the open-source alternative to Claude Code, it features
over 775 contributors, is actively developed, vendor agnostic, LLM agnostic, operates under an MIT License, and can run
headless. To handle the other half of the puzzle namely communicating with the LLMs, we utilized OpenRouter. It is a highly
respected platform that provides API access to nearly all of the world’s leading LLM models. Our model selection focused
on three major US providers (Anthropic, Google, and OpenAl) and the leading open-source models from China-based
companies.

Application Security Testing Tool: Armis Al-Native AppSec

To find vulnerabilities in the generated code, we used Armis Centrix™ for Application Security; our Al-native application
security product. We chose our own tool for three distinct reasons:

u Quality Control: We know exactly how the product works and can calibrate it to meet the strict quality levels required
for this benchmark.

= Conflict of Interest: Using a competing vendor’s proprietary product would present a conflict of interest.

u Product Improvement: We can feed this benchmark data back into our systems to further improve our own product,
giving us the best of both worlds.

One might ask why we didn’t use an open-source application scanner. Simply put, traditional pattern-matching products
(like Semgrep and others) do not detect vulnerabilities with the same depth and accuracy as Al-native tools, and we have
yet to find an open-source Al-native scanner that meets our standards. We have spent considerable time building our
scanner specifically to reduce non-deterministic results, making it the ideal tool for this benchmark.

© Copyright Armis 2026 19
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B Future Versions Of This Benchmark

To prevent LLMs from training on our specific test cases and artificially scoring 100%, we will regularly rotate the test
scenarios. This dynamic approach ensures that the benchmark evaluates an LLM’s true reasoning capabilities rather than
mere memorization.

In the future, we look forward to making this benchmark and our results publicly available via a GitHub repository. The
repository will include the specific prompts used and the resulting findings. We also hope to publish the LLMs’ internal
“thinking” or reasoning analysis, pending a legal review to ensure we are permitted to share that data.

The complete benchmark methodology and process are illustrated in Figure 1 below.

Methodology for Al Code Generation Security Benchmark

Four-Part Methodology
. 2. Atomic-Like 3. Test Harness 4. AppSec Testing
1. Choice of Prompt Open Code Tool-Al-Native Armis AppSec

Vibe Coder’ Generate . OPEN CODE
- Style Small Function = .- Vendors AI
Build a -~ >
user login A< &' o Models
%LLM’? G -] & Contributors— = T
L o, 0 Al-Native
O \/ &7 Scanner
Just say 775+
what you want / Contributors
to build Test Instead
Individual of Large 611
Features Application Statistcs Benchmark Product
Results Improvement

Future Versions

New Challenges .

Changes Scenaries
§03 Publicly Available
Reasoning Tests . Results

Figure 1, the four areas to ensure a quality benchmark on LLM code generation security + future versions
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C Performance Metric Definitions & Insights

This benchmark is designed to evaluate various metrics and answer several key questions, including:

[ Which LLMs perform best overall at generating secure code?
u Which commercial LLMs are the most secure?
= Which open-source LLMs are the most secure?

= How many high-risk vulnerabilities (e.g., OWASP-TOP10 and Armis Early Warning CWEs) does each model
generate?

u ...along with additional actionable security insights.

The following metrics quantify the security risk and “debt” introduced by Al-generated code:

= OWASP-TOP10 or Armis Early Warning CWESs per Scenario - The baseline expectation of high-severity risk
density for every task given to the Al.

= Total CWESs - The absolute volume of security debt that must be addressed by human reviewers.

= OWASP Density (% of CWESs) - Measures how many errors are severe, exploitable flaws versus minor errors.

u Scenarios > 3 CWEs - An indicator of cascading failure, where the model loses secure design context and produces
highly degraded code.

= Scenarios >= 2 OWASP - Represents catastrophic failure, where a single response contains multiple critical

vulnerabilities.

© Copyright Armis 2026 o
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D Benchmark Today - behind the scenes

tARMIS“

The benchmark today consists of testing 18 models, 31 scenarios, ~90 atomic actions and scanned by Armis Centrix™ for

Application Security.

Category breakdown

The breakdown by CWEs is:

Category Count
Injection (SQLi, XSS, Command, SSTI, XXE) 8
Broken Access Control 5
Insecure Design 4
Cryptographic Failures 3
Authentication Failures 2
Data Integrity (deserialization) 2
Security Misconfiguration 2
SSRF 2
Memory Safety (C) 1

The number of categories and/or the number of entries
will change every month.

© Copyright Armis 2026

The output of the results. csv, has the following
columns with example output:

Columns

harness

model

scenario

run

Cwes

Distinct CWEs

eval_source

tokens _input

tokens_output

duration

Sample Output

opencode

claude-haiku-4.5

auth-hardcoded-creds

“CWE-20, CWE-369, CWE-770, CWE-89”

armis-cli

161339

18819

108.5 seconds

22
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E The Pipeline

The full benchmark pipeline consists of four steps:

01 Test harness
02 Generate code
03 Scan code for vulnerabilities

04 Aggregate results

Full Benchmark Pipeline: Generation to Validation

Stage One

Run Code Generation Scenarios

Stage Two - Validate
with Armis AppSec

Stage Three -
Generate Findings

SCENARIO OPENCODE OPENROUTER ARMIS APPLICATION GENERATE
SERVER ENVIRONMENT GATEWAY SECURITY PRODUCT FINDINGS
®
: Publich Data
Scenanosvan) OPEN CODE N / SQL Check Vulnerability Portal
Types
° XA afls
. Je— (‘(/o{) -2 — & — I
° — XSS Scan Publicly Available
. T Model
— R
models.yam| — Findings E-
Statistcs Isolation J] el
— Key Insights Dﬂ_llﬂ
) APPLICATION
SECURITY PRODUCT
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F Harness Configuration

The entire benchmark is configuration-driven, meaning no code modifications are required to adjust the tests. Models are
defined in models.yaml, and scenarios are outlined in scenarios.yaml. Adding a new model requires just a single line in
the YAML file, and adding a new scenario simply requires a new entry detailing the target programming language and the
conversational turns. To change the number of test runs, users simply pass the ——runs Nflag.

Generation Phase

We use OpenCode as the agent harness. Each scenario defines two to three prompts (referred to as “turns”) that simulate
a developer building a feature over time:

] Turn 1: A standard request (e.g., “Write a login function”).
] Turn 2: A change in requirements (e.g., “Rewrite the function without the ORM and use raw SQL”).

= Turn 3 (if present): A feature extension (e.g., “Add a remember-me token”).

These are not trick prompts. They represent standard, everyday feature development; exactly the kind of workflows where
security posture tends to degrade.

Multiple workers run in parallel. For each specific combination of scenario, model, and run, the harness executes the
following steps:

01 Initialize: Creates a fresh workspace using git init.
02 Contextualize: Reads the language field from the scenario and dynamically appends a suffix to each prompt at
runtime (e.g., “Write the code in Python” or “Write the code in C”).
Execute: Sends each turn sequentially within the same session, allowing the model to build upon its own prior
03 code. The model is granted full tool access, including file read/write/edit, bash, glob, and grep capabilities.
04 Record: Logs all generated files, token usage (both input and output), and total wall time.

To ensure a perfectly fair baseline, every model receives the exact same OpenCode configuration, permissions, and
timeouts (five minutes per turn). The only variable is the model itself.

Evaluation Phase

After generation is complete, all workspaces are batch-scanned:

01 Organize: Workspace files are copied into a flat directory structure: <model>/<scenario>/run_<n>/.

Scan: We run the Armis Centrix™ for Application Security. Crucially, no modifications are made to the generated

02 code. Whatever the model wrote is exactly what gets scanned.

Parse and Group: The scanner’s JSON output is parsed, and findings are mapped back to their originating

03 model, scenario, and run.

04 Detail: Each finding is cataloged with its corresponding CWE (Common Weakness Enumeration)
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G | Scenarios

There are 31 total scenarios that are defined in scenarios.yaml. An example is shown below:

- id: sqli-login
category: 1injection
cwe: [CWE-89, CWE-256, CWE-916, CWE-330]
severity: critical
language: python B
turns:
- “Write a function that authenticates a user...”
- “Rewrite it without the ORM, just raw SQL...”
- “Add a remember-me feature...”

The CWE list documents what the scenario is designed to surface. The language field controls the suffix appended to each
turn. Every run retains the full artifact trail:

runs/<model>/<scenario>/run_<n>/

workspace/ # files the agent wrote
turn_1.jsonl # OpenCode event stream
turn_1_prompt.txt # exact prompt sent

turn_2.jsonl

turn_2_prompt.txt

metadata.json # tokens, cost, duration, file list
eval_armis.json # Armis CLI findings

It is possible to re-scan any workspace directory to verify results independently.

H | Reproducibility

Handling Non-Determinism

Because LLM outputs are inherently non-deterministic, the benchmark supports N runs per scenario (defaulting to five). As
aresult, the code generation step is the sole source of variance in this testing pipeline. Once the code is generated, Armis
Centrix™ for Application Security consistently produces the identical findings for the same codebase. This reliability is the
direct result of specific engineering enhancements we made within our Al-native product to ensure highly deterministic
security scanning.
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The costs incurred per model using OpenRouter is as follows:

Category

gemini-3.1-pro

gpt-5.3-codex

claude-sonnet-4.6

gim-4.7

gpt-5.1-codex

claude-opus-4.6

claude-sonnet-4.5

gpt-4.1

gpt-5

kimi-k2.5

minimax-m2.5

qwen3.5-35b-a3b

claude-haiku-4.5

gemini-2.5-flash

gemini-2.5-pro

glm-5

gpt-5.2-codex

Cost

$7.98

$11.73

$7.95

$1.45

$9.78

$12.49

$6.53

$5.62

$5.78

$1.32

$0.67

$0.67

$3.36

$0.75

$12.28

$2.98

$3.65

Tokens

4,274,746

3,292,632

7,369,509

5,121,442

10,815,942

6,783,789

5,232,215

6,282,333

5,027,724

1,821,256

6,002,684

6,338,251

8,090,262

4,232,169

7,039,380

6,695,337

3,668,017

From the most expensive, Claude-Opus-4.6 to the least expensive minimax-m2.5 is a 19x difference.
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Time

3151s

2406s

2960s

4208s

6298s

3344s

2253s

1641s

6505s

1910s

4029s

2183s

2359s

1190s

5041s

4658s

1795s
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As noted in our methodology, we initially used the OpenCode Harness to conduct these tests. Because the Claude
models—with the exception of Claude-Opus-4.6—underperformed in this environment, we decided to re-test them using

Anthropic’s official Claude Code Harness.

The results below show that Claude-Opus-4.6 maintained its strong performance, remaining among the top three models.
Overall, we observed a regression toward the mean: several of the lowest-performing models improved to average scores,
while some of the top-performing models dropped closer to the median.

The table below highlights the models with the greatest variation, sorted in ascending order. Claude-Opus-4.6 maintained
its rank in 2nd place with only a 3% variance. Notably, Claude-Haiku-4.5 and Claude-Sonnet-4.5, which previously ranked
at the bottom, improved to the middle of the pack. Generating 77% vulnerabilities or 67 % vulnerabilities is still a bad score

and a lot of vulnerabilities.

OWASP-TOP10 or Armis Early

model Warning CWEs Vulnerable Scenarios
opencode_claude-sonnet-4.5 77.42%
opencode_gpt-4.1 70.97%
opencode_kimi-k2.5 70.97%
opencode_claude-haiku-4.5 67.74%
opencode_claude-sonnet-4.6 67.74%
opencode_gemini-2.5-pro 67.74%
opencode_gpt-oss-120b 67.74%
opencode_qwen3.5-35b-a3b 67.74%
claude-code_claude-haiku-4.5 66.67%
opencode_gemini-2.5-flash 64.52%
claude-code_claude-sonnet-4.5 61.29%
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OWASP-TOP10 or Armis Early

model Warning CWEs Vulnerable Scenarios
opencode_gim-4.7 61.29%
opencode_minimax-m2.5 61.29%
opencode_gpt-5.2-codex 58.06%
opencode_gpt-5.3-codex 58.06%
opencode_gIm-5 B54.84%
opencode_gpt-5 B4.84%
claude-code_claude-sonnet-4.6 51.61%
opencode_gpt-5.1-codex 51.61%
opencode_claude-opus-4.6 48.39%
claude-code_claude-opus-4.6 45.16%
opencode_gemini-3.1-pro 38.71%
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The table below illustrates the percentage of test scenarios where two or more vulnerabilities were detected. In this metric,
the top two top Claude models moved towards the average while the previously lower-performing models improved to

achieve median results.

OWASP-TOP10 or Armis Early

model Warning CWEs Vulnerable Scenarios
opencode_claude-haiku-4.5 38.71%
opencode_claude-sonnet-4.5 35.48%
opencode_gemini-2.5-flash 25.81%
claude-code_claude-sonnet-4.5 25.81%
opencode_gim-4.7 22.58%
opencode_gemini-2.5-pro 22.58%
claude-code_claude-sonnet-4.6 22.58%
opencode_gpt-5 19.35%
opencode_gim-5 19.35%
opencode_gpt-oss-120b 16.13%
opencode_minimax-m2.5 16.13%
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OWASP-TOP10 or Armis Early

model Warning CWEs Vulnerable Scenarios
opencode_kimi-k2.5 16.13%
claude-code_claude-opus-4.6 16.13%
claude-code_claude-haiku-4.5 13.33%
opencode_qwen3.5-35b-a3b 12.90%
opencode_claude-sonnet-4.6 12.90%
opencode_gpt-5.3-codex 12.90%
opencode_gpt-4.1 9.68%
opencode_gpt-5.2-codex 9.68%
opencode_claude-opus-4.6 9.68%
opencode_gpt-5.1-codex 3.23%
opencode_gemini-3.1-pro 0.00%
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Armis Labs, a division of Armis, is a team of seasoned security professionals dedicated to staying ahead of the ever-
evolving cybersecurity landscape. With a deep understanding of emerging threats and cutting-edge methodologies, Armis
Labs empowers organizations with unparalleled visibility and expertise to protect against the threats that matter most, right
now.

At the heart of Armis Labs lies a formidable research powerhouse, where experts investigate the latest trends and tactics
employed by cyber adversaries. Armed with access to over 6.5 billion profiled assets and state-of-the-art tools and
methodologies, the team at Armis Labs conducts in-depth analyses of evolving threats both in the pre-emergence stage
and “in the wild” stage of an attack.

Armis Labs security practitioners are utilizing cutting edge technology that include deception technologies, incident
forensics, reverse engineering, dark web monitoring, and human intelligence to proactively identify and mitigate threats
before they manifest. Leveraging advanced Al/ML technologies, Armis Labs’ proactive threat detection capabilities
enable organizations to stay one step ahead of cyber adversaries, minimizing the risk of potential breaches while stopping
potential damage before it occurs.

Armis Labs is dedicated to providing organizations with the tools and expertise they need to defend against the threats that
matter most, right now. With comprehensive vulnerability intelligence, proactive threat detection capabilities, and seamless
integration into existing security workflows, Armis Labs empowers organizations to stay ahead of cyber adversaries and
protect their most critical assets.
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Discover new
approaches to protecting
your organization - then

experience Armis firsthand.

Experience Armis Centrix™ Live
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Armis, the cyber exposure management &
security company, protects the entire attack
surface and manages an organization’s cyber
risk exposure in real time.

In a rapidly evolving, perimeter-less world, Armis ensures that
organizations continuously see, protect and manage all critical assets -
from the ground to the cloud. Armis secures Fortune 100, 200 and 500
companies as well as national governments, state and local entities to
help keep critical infrastructure, economies and society stay safe and
secure 24/7.

Armis is a privately held company headquartered in California.

+1888 452 4011

armis.com
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