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Introduction
Technology is the backbone of any modern organization today. It 
is intrinsic to their daily operations, providing organizations with 
efficiencies across the board. However, while organizations reap the 
technological benefits, they are exposing themselves to ever increasing 
cyber threats. These threats come in many different forms (phishing, 
drive-by downloads, supply chain attacks and so on) and in order to 
protect themselves, organizations need to be on top of their attack 
surface but herein lies the problem. Organizations are struggling 
to keep on top of the ever-expanding number of assets which are 
connected to the network, putting the organization at risk. 

While technological advances bring a multitude of benefits, for every 
new asset or system in use, the attack surface increases. On top of this, 
reliability on third-party vendors further expands their attack surface. As 
these assets and systems are one step removed from the organization, 
the management of potential threats becomes even harder. Add into 
the mix the fact that the cyber landscape is always changing, becoming 
more sophisticated by the minute, organizations have a tough job on 
their hands securing themselves against cyber threats and having 
complete visibility of their attack surface. 

In this report we explore the challenges facing organizations when it 
comes to managing their attack surface, what impacts breaches have 
on organizations and how organizations can achieve 20/20 vision when 
it comes to their attack surface. 
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Key Findings
Organizations’ attack surface is growing in size and complexity. They are struggling to have 
complete visibility over the assets connected to the corporate network, likely due to the number 
of tools being used to manage these assets:

On average, 55,686 assets are connected to surveyed organizations’ networks on an 
average working day

Only 49% of organizations claim to have complete visibility of the organization owned 
and managed assets currently connected to their network

86% agree that at least a little improvement is needed over the visibility they have of 
organization owned and managed assets which are connected to their network

Organizations report using an average of 11 different tools to manage the assets 
connected to its network

By not managing their attack surface effectively, they are exposing themselves  
to further risk 

75% of organizations report that their employees download applications or software 
onto assets which access their corporate network without IT security teams’ 
knowledge at least some of the time

•	 25% report that this is happening all of the time

61% of organizations report they have been breached as part of a cyberattack in the 
last 12 months

•	 For 31%, this has happened multiple times during that period

Only 39% of organizations are completely confident that in the event of a cyberattack, 
their organization could mitigate the impacts across every asset connected to its 
network
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While it’s imperative organizations react quickly when the network is compromised, 
organizations should also focus on being proactive in the face of potential threats

Organizations are using an average of nine different threat intelligence sources

Only 58% of the information gathered from threat intelligence sources is actionable, 
on average

40% of organizations report that their vulnerability and patch management processes 
are known across the entire organization

Only 54% report that their organization has an official BYOD policy which is enforced 
across all employees	

5
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Understanding the  
Attack Surface 
Organizations reliance on technology has contributed to the fact that their attack surface has 
grown in size and complexity. An organization’s attack surface is the sum of all the systems, 
devices or assets (full definition available in the methodology section) which could be exploited 
by an attacker and used to gain entry into an organization’s network. This doesn’t just cover 
assets which the organization owns and manages either. This also includes assets which are 
personally provided or employee owned. 

Surveyed IT and IT security decision makers report that on average 55,686 assets are 
connected to their organization’s network on an average working day. These include assets like 
IP/security cameras, physical security systems and building management systems as well as 
assets like printers, laptops and mobile phones.

Figure 1: What types of devices does your organization have connected to its network on an average working day? 
N.B. respondents only saw “Laptop/ computers”, “Mobile phones”, “Tablets”, “Printers”, “Smart speakers”, “Smart TVs” 
and “VoIP phones” for “ Personally provided devices“ [900]

CHAPTER 1
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Using additional data from the Armis Asset Intelligence Engine, we can see that organizations 
have seen an annual growth rate ranging from 20% to 50% in assets connected to their 
corporate networks over the past three years. This rate of growth continues to accelerate each 
year, reflecting the ongoing expansion of digital connectivity in today’s business landscape.

As the attack surface continues to grow, so does the opportunity for attackers to find a 
vulnerability and exploit it. This is why it is vitally important for organizations to have a clear 
view of their entire attack surface. They need to know what assets and systems are connected 
to the network and if these assets contain vulnerabilities which need to be addressed and in 
which order to address them. This is the only way that organizations can effectively protect their 
network from being breached. However, organizations are struggling to gain the full view of their 
attack surface.

Organizations are struggling to see their attack surface 
Only half (50%) of organizations claim to have complete control/management of the 
organization owned and managed assets currently connected to their network. This decreases 
to just over a third (37%) when looking at employee owned assets. 

Figure 2: Overall, what level of control/ management does your organization currently have over the following types 
of devices which are connected to its network? [Base sizes in chart] Base: If Q1 = “Organization owned and managed 
devices” and/or “employee owned devices“

https://www.armis.com/platform/armis-asset-intelligence-engine/
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The trend is similar when looking at the level of visibility organizations report having over the 
assets connected to the network. 

It is concerning that only half of organizations have complete visibility (49%) and/or control and 
management (50%) of the assets which they report are owned and managed by themselves. 
This means that for the other half, there are assets on the corporate network which they have 
little to no visibility or control over. Equally, for employee owned assets, the visibility, control and 
management they have is even less. 

When we delve into the detail on some of the specific areas that organizations should have 
visibility over, it starts to become clear where visibility is an issue. On average, organizations 
could only account for around 60% of their assets when it comes to knowing things like the 
asset location or the support status of the assets connected to their network. 

The same could also be said for who owns the admin rights and what operating system and 
version they are running. In fact, respondents report that on average only 60% of the assets 
connected to the network are monitored, leaving 40% unmonitored on the network. 

Figure 3: Overall, how would you rate the visibility your organization has over the devices connected to its network? 
[Base sizes in chart]. Base: If Q1 = “Organization owned and managed devices” and/or “Personally provided devices”
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Even organizations who report having complete visibility over the assets connected to the 
corporate network report that 65% of assets are monitored on average. 

Analysis from the Armis Asset Intelligence Engine revealed that the number of devices 
monitored on corporate networks is actually even lower than reported. For instance, in 
organizations equipped with vulnerability scanners, an average of only 34% of computers 
undergo regular scanning. Notably, this percentage of scanned computers tends to decrease 
as the organization’s size increases.

While organizations might feel confident that they can see everything on the network, when it’s 
decision time, it’s likely they don’t have the 20/20 vision they believe they have. 

Asset management tools 
Organizations have access to a number of different tools in order to manage their attack 
surface, but the number of tools in use (and their manual nature) might be contributing to their 
lack of visibility. 

Nearly all (99%) surveyed organizations are using some kind of tool to manage the assets 
which are connected to its network. On average, organizations report using 11 different tools for 
this, which could be the reason why they are struggling to gain complete visibility. Managing 11 
different tools is going to be time consuming for organizations and depending on how well they 
integrate with each other, could also be a very manual task. 

The types of tools reportedly in use include Configuration Management Databases (58%), 
Mobile Application Management (57%) and SaaS visibility solutions providers (56%).

Figure 4: What types of tools does your organization currently use to manage the devices which are connected to its 
network? Base: If Q8 is not “We don’t use a tool(s) for this” or “Don’t know“ [900]
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In addition to these tools, 44% of respondents in this research report admit to still using manual 
spreadsheets to manage these assets. Given that organizations are likely managing north 
of 55,000 assets, it’s hard to believe that a spreadsheet would be the most effective way of 
managing assets. When organizations are under attack, time is of the essence and sifting 
through excel spreadsheets is going to cause real issues for organizations. 

Without effective attack surface management tools, organizations will be blind to the risks, 
leaving themselves vulnerable to attack. 

The impact of not having complete visibility 
By not having complete control, visibility or effective management tools, employees are able to 
bypass security and download applications and software onto assets without the knowledge of 
IT or IT security teams. Three quarters (75%) of organizations report that this happens at least 
some of the time, with a quarter (25%) reporting that this is happening all the time. Without 
complete control, management and/or visibility over these assets, organizations are facing 
even more risk. Just one vulnerability on an unapproved app could spell disaster for an 
organization. 

These results help to explain why around nine in ten respondents report that at least a little 
improvement is needed over the visibility they have of organization owned and managed 
assets (86%) and employee owned assets (90%) which are connected to their network. It’s 
clear organizations know that something needs to change and that they need to improve the 
visibility they have over the assets which access their corporate network. 

The lack of visibility also highlights that respondents could be underestimating the initial asset 
figure reported at the beginning of this chapter. If organizations are struggling for visibility, the 
number of devices connected to the corporate network is likely to exceed the 55,000 average 
IT and IT security decision makers report it to be as there are likely assets hiding that they don’t 
know about. 

Data analysis conducted by the Armis Asset Intelligence Engine reveals that within 
organizations using manual tools, such as spreadsheets, for asset inventory management,  
an average of only 12% of the assets within their corporate network are covered by this  
manual process.

Having visibility of their entire attack surface allows organizations to be proactive in the way 
in which they approach device management, prioritizing their security remediation efforts 
and having increased visibility into security risks before they realize. By having this foresight, 
organizations can limit, if not stop cyberattacks, reducing the risk of data breaches and meeting 
the strict compliance and regulation laws governments enforce on them. 
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Cyber Incidents on  
the Corporate Network 
Organizations have been suffering cyber incidents for a long time and they show no sign of 
slowing; if anything they are ramping up. Over two thirds (68%) agree their organization has 
experienced more threat activity in the first three months (January - March) of 2023 when 
compared to the last three months (October - December) of 2022. 

Threat attempt data from the Armis Asset Intelligence Engine strongly validates the sentiments 
of the respondents in the research, as it reveals a significant and concerning 93% increase in 
global threat events during this time period. 

Threats are growing in their prominence mainly due to the growing sophistication of 
cyberattacks. Attackers have a number of ways in which they can attempt to access the 
corporate network, including phishing and drive-by downloads. On top of this, supply chain 
attacks are also another way hackers can attempt to access the corporate network. By finding a 
vulnerability in an otherwise inconsequential third-party provider further down the supply  
chain, attacks can find their way into the system and navigate towards the end goal:  
the big organizations. 

As these attacks become more advanced, it becomes harder for organizations to fight  
against them. Coupled with an expanding attack surface and a lack of visibility of the threats 
which lurk on the corporate network, organizations are vulnerable and struggle to fight against 
incoming attacks. 

It is then perhaps not a surprise to see that 61% of surveyed IT and IT security decision makers 
report that their organization has been breached as part of a cyberattack in the last 12 months. 
For 31%, this has happened multiple times during that period. 

Of those surveyed who experienced a breach, the vast majority (97%) were impacted in some 
way. This included operational downtime (39%), financial loss (38%), stolen data (34%) and a 
loss of productivity (34%). 

The impacts of cyber breaches are likely to get worse as attacks become more advanced. 
Organizations also need to be aware of the compliance and regulatory fines which might be 
handed to them if data is stolen as part of these attacks.

11
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Organizations have a lot to lose, so getting on top of their attack surface visibility is vital. 
Confidence is key and currently this is lacking. Only 39% of surveyed organizations are 
completely confident that in the event of a cyberattack, their organization could mitigate the 
impacts across every asset connected to its network. This means that over three in five (61%) 
are not completely confident and the clean-up of a breach could become a much greater task. 

Organizations need to boost this confidence by getting full visibility over their attack 
surface management. Cyberattacks are not going to stop, so by bolstering their defenses, 
organizations can be ready to defend against them.

Figure 5: What consequences did your organization suffer as a result of the successful cyberattack(s) it experienced in 
the last 12 months? [553] Base: If Q12 = “Yes, multiple attacks” or “Yes, one attack” 	

Figure 6: In the event of a cyberattack, how confident are you that your organization could mitigate the impacts across 
every device connected to its network?	
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The Role of Threat 
Intelligence in Attack 
Surface Management 
While it is key for organizations to ensure they can react quickly when their 
network is compromised, organizations need to also focus on being proactive 
against potential threats. 

Threat intelligence is a data feed that provides organizations with  
information about any potential threats which could impact them. It can 
include details about known vulnerabilities, specific threat actors or attack 
methods which are relevant for the organization to know. These feeds will 
often come from a number of different places and can include external and 
internal data sources.

On average, organizations are using nine different sources to collect data 
relating to threat intelligence. However, 45% of surveyed organizations report 
using 10 or more. Given that nearly three in ten (29%) report that their cyber 
security team is currently overwhelmed by cyber threat information, the 
usefulness of these threat feeds is in question. 

What is likely adding to this feeling of being overwhelmed is the fact that on 
average, only between 52% and 57% of the processes relating to threat 
intelligence are automated, meaning that a lot of the work needed to make 
use of the intelligence feeds is a manual effort. 

CHAPTER 3

Curtis Simpson,

Chief Information Security Officer, 

Armis

“The underlying narrative here 
mirrors the challenges seen with 
asset management tools: usability 
is paramount. It’s not just about the 
volume of threat intelligence sources 
but how seamlessly they can be 
integrated and operationalized. 
Without automation and cohesive 
integration with the broader threat 
detection and response infrastructure, 
scaling threat intelligence becomes  
an uphill battle. The real value lies 
not in the quantity of data but in its 
actionable quality, and that hinges on 
usability and automation.”

Figure 7: To what extent are the above processes relating to the information your 
organization uses from threat intelligence sources manual or automated? Base : If Q20 
is not “None” - Collating the information from the different sources [894], showing the 
average for each process

13
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This most likely explains why only 58% of the information gathered from threat intelligence 
sources is actionable, on average. Only 2% of surveyed organizations report that all of the 
information they gather from threat intelligence sources is actionable. 

Outside of the manual nature of gathering this information, there are other factors which might 
come into play. This could include the quality of the intelligence gathered. Intelligence is only as 
good as the data it is pulled from. If that data is out of date or inaccurate, organizations could be 
making bad security decisions. 

Threat intelligence has an important role to play in attack surface management,  
providing organizations with critical information about potential threats, strengthening  
their cyber defenses. 

14
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Managing the  
Attack Surface 
While threat detection and threat intelligence are important components of attack surface 
management, there is more that organizations can be doing to manage their attack  
surface. Over four in five (83%) agree their organization could be more proactive when it  
comes to managing assets connected to the network. In addition to this, 82% agree that  
their organization needs better policies and procedures in order to deal with security 
vulnerabilities that occur. 

Security updates are key 
Just one security vulnerability on one asset on the corporate network is all an attacker  
needs to penetrate the system. Recognizing that it’s nearly impossible to secure all entry  
points perfectly, a robust detection and response strategy becomes essential for the 
organization’s protection. While nearly all do have some kind of formalized process for 
vulnerability and patch management, only two in five (40%) organizations report that it is 
known across the entire organization.

Figure 8: To what extent does your organization have a formalized vulnerability and patch management process? [900]	

CHAPTER 4
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Organizations could be forgiven for thinking that there is no need for the vulnerability and patch 
management processes to be shared company wide. However, in some organizations, the 
responsibility for making security updates on organization owned and managed assets doesn’t 
always sit with the IT team. 

For assets like laptops and computers (33%), printers (31%) and mobile phones (34%), 
around a third of organizations report that security updates sit solely with the end-user or 
people who manage the asset. While these types of assets might seem inconsequential in the 
grand scheme of things, forgotten assets like printers for example, can cause untold security 
issues, especially if security updates aren’t applied. 

The speed at which organizations apply security updates will also have a bearing on how 
effective they are. Only 19% of surveyed organizations report that security updates are 
completed on the same day they are released, with over half (54%) reporting this happened 
within the same week. This leaves nearly three in ten (27%) reporting that these updates 
happen less frequently (within the same month, quarter or even less frequently than that). 
Organizations need a robust process for prioritizing vulnerabilities and efficiently remediating 
them. Attackers will be looking to exploit vulnerabilities from the moment they are found, and 
organizations need to be prompt in their response. 

Figure 9: For all the devices that your organization owns and manages, is it the responsibility of the IT team or the end-user 
to make security updates? N.B: respondents only saw the “Organization owned and managed devices” they selected at Q1 
[Base sizes in chart], not showing all device types		
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Analysis conducted using the Armis Asset Intelligence Engine 
sheds light on the percentage of assets of various types that have 
vulnerabilities older than one year. Notably, computers and mobile 
phones exhibit a very low percentage of such vulnerabilities. However, 
the situation differs for IP cameras (30%), routers (23%), printers 
(20%), and switches (17%), which have a higher percentage of assets 
with vulnerabilities over one year old. The most concerning findings are 
observed in medical devices, including medication dispensing systems, 
infusion pumps, ECGs and more, where the percentage of assets with 
vulnerabilities older than one year ranges from 30% to 50%, making 
them the clear laggards in terms of vulnerability management. 

The importance of BYOD policies
Bring your own device (BYOD) is not a new concept in the  
workplace but its prevalence has increased, especially during the 
COVID-19 pandemic when IT teams needed to mobilize a remote 
workforce overnight. 

While it provides a lot of advantages for organizations (cost savings, 
greater employee device choice and satisfaction etc.) it can become a 
security nightmare, opening up even more security blind spots across 
the attack surface. In fact, 81% of respondents agree unmanaged 
personally provided assets pose a big security risk for their organization.

Virtually all (99.6%) organizations report they take steps to ensure that 
employee owned assets that connect to the corporate network are up 
to date from a security standpoint. These measures include assets 
having security updates installed in a timely manner (42%), the use of 
MFA (41%) and enforced training for employees who use a personal 
device (41%).

Curtis Simpson,

Chief Information Security Officer, 

Armis

“It’s surprising and somewhat 
disheartening that Multi Factor 
Authentication isn’t more universally 
adopted. Given its simplicity, proven 
effectiveness, and long-standing 
presence in the cybersecurity 
landscape, one would expect it to 
be a standard practice across all 
organizations. Its potential to add an 
extra layer of security with minimal 
inconvenience makes it a missed 
opportunity for many.” 

17
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In order to ensure that these measures are being followed, BYOD policies are a must. However, 
the results show that this might not always be the case. Only 54% report that they have an 
official BYOD policy which is enforced across all employees. While a further 22% report having 
an official BYOD policy, they admit that it is not enforced. The remaining 23% either have 
guidelines which employees are encouraged to follow or in fact admit they don’t have any 
policies or guidelines. 

While BYOD policies will only go some way to plug security gaps, they are a vital part of the 
organization’s security posture, adding an additional layer of protection. 

Figure 10: How does your organization ensure that the personally provided devices connected to its corporate network are 
up to date from a security standpoint? Base: Respondents only saw this question if they selected at least one “Personal 
provided devices” at Q1. N.B: respondents didn’t see “Devices are managed by the organization” if Q5 “Personally provided 
devices” = “We have no control/management
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Managing the Attack Surface: 
Regional Perspectives 
Attack surface management and asset visibility are vitally important for all organizations. As 
we’ve already seen globally, it’s something which organizations are struggling with but this is 
hitting some countries harder than others. 

Asset control management and visibility 
Surveyed organizations from the US (56%), UK (58%) and Australia & New Zealand (52%) all 
report above the global average (50%) when it comes to having complete control/management 
of the assets they specifically own and manage. While those in Singapore (49%) and France 
(47%) drop just below the global average, it is Germany (34%) that is the furthest behind. 
Germany continues to also lack complete control/management of the employee owned assets 
(28%) but it is the UK (22%) who report the lowest levels of complete control/management for 
these assets. 

The same trend continues when looking at the level of complete visibility organizations have 
over the assets they own and manage. The US (56%), UK (61%) and Australia & New  
Zealand (52%) all report above the global average (49%), as do Singapore (50%). France 
(47%) and more specifically Germany (29%) both fall below the global average (Germany  
by some margin). 

It is clear that organizations in Germany are struggling to have complete control, management 
and visibility of the assets connected to the corporate network. While the other surveyed 
countries seemingly have more control and visibility, it is still far from perfect and there are 
improvements they feel need to be made. 

CHAPTER 4A
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More than three quarters of respondents from each country report the visibility their 
organization has over the assets they own and manage which are connected to their network 
could be improved. Germany is the most likely country reporting this. They don’t always have 
complete control, management and visibility, so they understand that improvements are 
needed in order to transform this area. By doing so, they are better able to anticipate potential 
threats and act quickly and effectively when threats do arise. 

Figure 11: To what extent do you believe the visibility your organization has over the devices connected to its network 
could be improved? [base sizes in chart] Base: If Q1 = “Organization owned and managed devices” N.B: respondents 
only saw “Organization owned and managed devices” if they selected at least one of the devices type at Q1 for the 
relevant option - Organization owned and managed devices, split by country 	
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Limiting shadow IT around the world 
Another benefit to organizations having control, management and visibility is being able to 
limit an employee’s ability to download unsanctioned applications to assets which access the 
corporate network.

As seen in section one, three quarters of global respondents report that employees in their 
organization download applications or software onto an asset which accesses the corporate 
network without the IT or IT security teams’ knowledge at least some of the time. Australia & 
New Zealand and the US are the most likely countries reporting this. Interestingly, the US and 
Australia & New Zealand have some of the highest levels of complete visibility reported. Even 
though organizations might think they have complete visibility, it’s clear that employees will find 
a way to download the applications or software they need without letting IT know. 

This is why it is so important for organizations to be able to have 20/20 visibility of these  
assets. By further improving their levels of visibility, organizations are able to protect 
themselves from cyber risk.

Figure 12: How often do employees within your organization download applications or software onto a device which  
accesses the corporate network without the IT or IT security teams’ knowledge? [Base sizes in chart] split by country 
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Cyber incidents on the corporate network 
Organizations need to be protecting themselves as the threat level continues to increase. 
Globally, 68% agree that their organization has experienced more threat activity in the first 
three months (January - March) of 2023 when compared to the last three months (October - 
December) of 2022. Surveyed organizations in the US are more likely to agree with this  
than the UK. 

These results are further supported when looking at the percentage of organizations which 
have been breached as part of a cyberattack in the last 12 months.

Figure 13: Percentage who agree that “My organization has experienced more threat activity in the first three months 
(January - March) of 2023 when compared to the last three months (October - December) of 2022” [Base sizes in 
chart] Split by country	
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The US, Australia & New Zealand and Singapore are the top four countries most likely to report 
being breached. It is clear these countries are being constantly hit by cyber threats and as a 
result, are being infiltrated. If organization’s don’t have control or visibility over their attack surface, 
malicious software can easily spread, causing untold damage throughout the business.

Figure 14: Has your organization been breached as part of a cyberattack in the last 12 months? [Base sizes in chart], 
split by country	
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Nearly all the countries report their top consequences to be ones which are more inward looking. 
Areas like operational downtime and/or financial loss appear as the top two most likely impacts for 
nearly all countries. 

The story is different in France however. Their most likely reported impact is loss of productivity 
followed by reputational damage. They are the only country to report this more outward looking 
consequence so highly. It is clear that reputational damage is of great concern in France, perhaps 
driven by stricter governance laws. 

Figure 15: What consequences did your organization suffer as a result of the successful cyberattack(s) it experienced 
in the last 12 months? [base sizes in chart] Base: If Q12 = “Yes, multiple attacks” or “Yes, one attack”, split by country	
	

Most likely reported reason Second most likely reported reason

Total [553] Operational downtime (39%) Financial loss (38%)

US [194] Operational downtime (39%) Financial loss (38%)

UK [59] Financial loss (37%) Stolen data (34%)

France [83] Loss of productivity (45%) Reputational damage (42%)

Germany [73]
Lost employee resources rectifying the 

situation (47%)

Operational downtime/ Financial loss/Stolen 

data (41%)

Singapore [70] Operational downtime (43%) Financial loss (37%)

Australia & New Zealand [74] Financial loss (42%) Operational downtime (41%)
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The role of threat intelligence 
Along with having visibility and control over assets within the organization, companies need 
to be relying on threat intelligence feeds to inform their risk strategy. As we’ve seen in section 
three, globally organizations have nine different feeds they use to collect data relating to  
threat intelligence. On average, Singapore is using the most (11) followed by Australia &  
New Zealand and the US, which use 10. France uses nine on average while Germany and  
the UK are using eight. 

Even the use of eight different feeds can be a lot for organizations, which is further  
cemented below when looking at how overwhelmed organizations are when it comes to  
threat intelligence. 

Surveyed organizations in Germany are the most likely to report this, which could further support 
why they have less visibility or control over the assets connected to the network. If cybersecurity 
teams are overwhelmed, they will have less time for areas like attack surface management. 

Figure 16: Which of the following challenges is your organization’s cybersecurity team currently facing? [Base sizes in chart] 
Showing the percentage who report their cybersecurity teams are overwhelmed by cyber threat information, split by country
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Implementing ‘bring your own device’ policies 
While organizations are able to manage assets connected to the network, it is still important  
for them to have official ‘bring your own device’ (BYOD) policies. This allows them to educate 
(and monitor) the employees at their organization and ensure that everyone is following the 
same policies. 

At a country level these are being implemented to varying degrees. 

The US is one the most likely countries to report that they have complete control/management 
and visibility of the assets which are connected to the corporate network. They are also the 
most likely to report having an official BYOD policy which is enforced across all employees. 
Having these policies in place is likely influencing the levels of visibility that organizations feel 
they have. On the flip side, those from Germany are the least likely to report having complete 
control/management and visibility and they are also the least likely to report having an official 
BYOD policy. The same trends appear when looking at formalized vulnerability and patch 
management processes.

Figure 17: Does your organization have a ‘bring your own device’ (BYOD) policy for employees? [Base sizes in chart] 
Split by country, excluding some answer options 
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The US are the most likely (50%) to report having this sort of process which is known across the 
entire organization while those in Germany are the least likely (23%). 

Having these sorts of processes in place will help to bolster the organization’s defenses and add 
further control, management and visibility of their attack surface.

 

Figure 18: To what extent does your organization have a formalized vulnerability and patch management process? 
[Base sizes in chart] Split by country, excluding some answer options 				  
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The Expanding  
Asset Landscape 
Organizations need to get on top of their attack surface now before it grows even further  
out of control. 

IT and IT security decision makers report that over the last three years, the number of assets 
connected to the corporate network on an average working day has increased exponentially.

86% report an increase in organization owned and managed assets connected to the 
corporate network since before the pandemic. 63% say the same about employee owned 
assets . This proliferation of assets is only likely to continue, adding more complexity to an 
organization’s attack surface. This is likely why four in five (81%) organizations are looking to 
increase the resources allocated to securing assets which access the corporate network over 
the next 12 months.

Data from the Armis Asset Intelligence Engine indicates that, while the majority of 
organizations saw an annual asset growth rate ranging from 20% to 50%, there were a few 
organizations that experienced such significant growth that they elevated the average annual 
growth rate of assets connected to corporate networks to 50%-60% over the past three years 
on average. 

And it’s not just physical assets that organizations need to consider, as organizations  
continue their move to the cloud, there will be further entry points for organizations to consider 
like software and applications. In fact, three quarters (75%) of respondents agree their 
organization is concerned about the myriad of non-IT assets, technologies and systems 
connected to its network. 

As the assets connected to the corporate network become more complex and diverse in 
nature, the organization’s attack surface is only going to follow suit. This is why it is so important 
for organizations to be one step ahead in order to prevent a large-scale attack.

Figure 19: How has the number of devices connected to your organization’s network on an average working day changed 
when comparing to before the pandemic for the following device types? N.B: respondents did not see “Significant in-
crease” or “Somewhat increase” for “ Organization owned & managed devices” or “Personally provided devices” if Q1 = 
“We don’t have this device type connected” or “Don’t know” for the relevant option - Personally provided devices [900]	
				  

CHAPTER 5
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Building a Comprehensive Attack 
Surface Management Strategy 
Only by seeing, protecting and managing all assets can organizations stay safe, operational  
and secure. Below is an overview of elements Armis considers essential to build a 
comprehensive attack surface management strategy:

Discovery 
By defining and managing your organization’s attack surface, you can help protect yourself 
from an attacker breaching your network. Unfortunately, the siloed nature of security tools 
often results in a complex, fragmented landscape, with neither complete visibility nor a single 
source of trusted information. That’s why – as this research shows – many organizations are 
stuck with isolated solutions, scattered dashboards and manual work which results in human 
errors or outdated data. This inability to create an accurate asset inventory can undermine an 
organization’s entire attack surface management program. 

Attack Surface

Integrations Telemetry Asset Intelligence Engine

SEE
Discover, contextualize, 

enrich and profile every asset

PROTECT
Take proactive measures, 

detect threats, stop attacks

MANAGE
Establish workflows and 

track risk reduction

The Cyber Exposure Management Platform

CHAPTER 6
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Armis Centrix™, the cyber exposure management platform, overcomes the issues of siloed 
solutions and enables teams to quickly identify and remediate gaps – either manually or 
via automated workflows. With the right tools to deliver visibility in all cloud and on-prem 
environments, across all platforms, and for all assets and devices, you can see the whole attack 
surface that needs to be protected and begin securing your environment. 

Armis Centrix™ cuts through the noise by correlating data from hundreds of tools including your 
endpoint security solutions, vulnerability scanners, SaaS applications, asset inventory solutions 
like CMDB and many more. This includes IT, IoT, OT, IoMT, cloud, BMS and more. 

Prioritization
With a huge number of risks, prioritization of the highest impact and most likely to be exploited 
vulnerabilities is a must. It is critical to identify compromised devices that are connected to the 
network to prevent spreading or exploitation.

The concept of risk management acknowledges the fact that organizations cannot eliminate 
all potential risks or block all cyberattacks. Establishing effective prioritization helps identify, 
analyze, evaluate, and address threats based on the potential impact each threat poses  
to the business. 

After identifying an asset, Armis Centrix™ calculates a risk score based on multiple  
factors, including:

Risks like unpatched software versions or known hardware exploits

Anomalies like port scans, abnormal or high-volume traffic, and devices accessing 
malicious domains.

Identification of vulnerabilities including Log4j, WannaCry, PwnedPiper, ModiPwn, 
URGENT/11, and BLEEDINGBIT.

This risk score helps your Security team take proactive steps to reduce your attack surface and 
helps you comply with regulatory requirements to identify and prioritize all risks. 

Monitoring
No attack surface management program will be complete without strong network threat 
detection and monitoring capabilities. Complete network visibility for every IT, OT, IoMT, and 
IoT asset with full asset context must be established - allowing SOC teams to automatically 
detect threats, exploit attempts, and suspicious/anomalous behavior across the operational 
environment. Armis provides:

Signature-based detection of network exploit attempts using deep packet inspection

Identification of IOCs (indicators of compromise) in communication attempts to 
malicious or suspicious domains/hosts

The ability to alert on suspicious behavior compared to a device’s activity baseline

https://www.armis.com/platform/armis-centrix/
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The Armis Asset Intelligence Engine is the brains behind these capabilities. It’s a collective AI-
powered knowledge base that monitors billions of assets world-wide in order to identify cyber 
risk patterns and behaviors. It feeds our platform with unique, actionable cyber intelligence to 
detect and address real-time threats across the entire attack surface.

Remediation
Armis Centrix™ integrates with the tools you already have to deliver end-to-end workflows. 
This includes enriching your CMDB and SIEM, but also remediation actions through your 
network enforcement and ticketing tools. The response can be as simple as opening a ticket 
and alerting the responsible team, quarantining the vulnerable device until it is remediated and 
verified, or even a fully-automated remediation or patch of the vulnerable asset.

Armis Centrix™ also collects and investigates threat forensic data before, during and after 
an incident to allow your security teams to make informed, data-driven prioritization security 
response decisions.

31
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Case Studies  
and Examples 
Armis has been working with organizations around the world and can share a number of 
present real-world case studies and examples of organizations that have overcome attack 
surface visibility challenges. 

CHAPTER 7

Takeda

Russell Sage 
University

CASE STUDY

CASE STUDY

CASE STUDY

READ MORE

READ MORE

READ MORE

Cleveland Independent 
School District

https://www.armis.com/case-studies/k-12-school-district-gains-full-visibility-into-connected-assets/
https://acrobat.adobe.com/link/review?uri=urn:aaid:scds:US:a2a52608-89c1-33a3-b489-c6985ca0211f
https://www.armis.com/case-studies/upstate-new-york-college-gains-deeper-visibility-into-all-connected-devices-to-help-manage-insider-risk/
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Conclusion 
It’s not a matter of if, but when. Organizations are facing threats on a daily basis and combating 
these is essential to them being able to defend themselves against cyber-threats.

Organizations’ attack landscapes are growing at an alarming rate which provides attackers 
numerous opportunities to access an organization’s network. This could be through an asset 
connected directly to the organization like an IP camera or printer. This could also be through 
an inconsequential third-party provider. Attackers will look to exploit any weakness possible, 
however small or insignificant, to gain access to the network.

The responsibility is on organizations to ensure that they have visibility and management over 
all the assets which access their network. If they have control over these assets, they have a 
view of if they have been breached or demonstrate irregular behaviors. This also allows them to 
be proactive in their approach to asset security management.

It’s nearly impossible to completely secure a network which has so many assets connected 
to it, especially as the attack landscape changes on a regular basis. Instead, organizations 
need to combine their proactive approach and intelligence gathering with a rigorous detection 
and response strategy. If organizations have sight of all the assets on the network, they can 
effectively monitor and remediate when a threat occurs and also prioritize security updates as 
needed. This gives organizations the best possible chance to secure their network and protect 
against threats.

33
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Methodology and demographics 
Armis commissioned independent market research agency Vanson Bourne to conduct 
research into attack surface management within enterprise organizations. 

The study surveyed 900 IT and IT security decision makers in May and June 2023 from 
organizations with 1,000 or more employees. Respondents were from organizations across all 
public and private sectors.

All interviews were conducted using a rigorous multi-level screening process to ensure that 
only suitable candidates were given the opportunity to participate.
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Devices were defined during fieldwork as any device or piece of technology that could act 
as a point of vulnerability and be exploited by a cyber attacker in order to gain entry into your 
organization’s network. Respondents were also asked to think about devices which are owned 
and managed by the organization as well as personally provided devices as part of a bring your 
own device (BYOD) scheme.

“Devices” as a word was subsequently changed by Armis into assets as their preferred term. 
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Armis, the asset intelligence cybersecurity company, protects the entire attack surface and 
manages the organization’s cyber risk exposure in real time. In a rapidly evolving, perimeter-less 
world Armis ensures that organizations continuously see, protect and manage all critical assets. 
Armis secures Fortune 100, 200 and 500 companies as well as national governments, state and 
local entities to help keep critical infrastructure, economies and society safe and secure 24/7. 
Armis is a privately held company headquartered in California 
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About Vanson Bourne
 
Vanson Bourne is an independent specialist in market research for the technology sector. Their 
reputation for robust and credible research-based analysis is founded upon rigorous research 
principles and their ability to seek the opinions of senior decision makers across technical and 
business functions, in all business sectors and all major markets.  
For more information, visit www.vansonbourne.com
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